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23 August 1977

MEMORANDUM FOR: Office of General Counsel

ATTENTION

FROM

SUBJECT : Comments on Preliminary Draft of Revised
Executive Order on Classification

REFERENCE : Multiple addressee memorandum dtd 9 Aug

from Office of General Counsel re
PRM/NSC-29: Revision of Executive
Order 11652

1. Overall we find the proposed draft acceptable. Some
sections will give us a little difficulty in implementation
and these minor points are explained below.

Section 1. Definitions (d)

"Intelligence source' means a person or
organization which provides foreign intelligence
to the United States only on the condition that
its identity remains undisclosed.

The implication in the definition is that if the person
(organization) does not specifically request its identity
remain undisclosed, it is not classifiable and may, in fact,
be disclosed. The Agency protdcts its sources whether or not
they request we do so. Often the simple fact of cooperation
with CIA would endanger the source and the relationship. We
suggest the deletion of "only" in the definition to eliminate
the implication of disclosability.

Section 2.(a) Classification Requirements (2)
The disclosure of such (i.e., classified) infor-

mation could reasonably be expected to cause at
least significant damage to the national security.
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The use of the qualifier '"significant' seems to exclude
protection for Agency officers serving under cover and similar
kinds of sources and methods information which, if disclosed
could cause damage to intelligence operations but hardly
"significant damage" to the national security itself. We
would be more comfortable with removal of the phrase "at
least significant'" in the above statement.

Section 2.(b) Classification Criteria (8)

The info was provided in confidence by a foreign
government or international organization; or the info
would reveal the identity of any other foreign source
who has requested that his identity remain confidential.

Here again, the justification for classification implies
that if the source requests protection we will do so, but if
he does not, we may not classify his identity. Whether or not
the source requests confidentiality, we must be able to provide
it.

Section 2.(c) Prohibitions (5)

If clearly identified classified information
is officially placed in the public domain by an

official authorized . . . to declassify such info,
that particular information shall no longer be
classified.

It should be made perfectly clear that this paragraph
refers to information that is officially placed in the public
domain and not simply information leaked from an official
source.

Section 2.(d) Classification Authority

>
It is unclear whether the DDCI may authorize
Top Secret classification authority. We suggest
the wording of Executive Order 11652 be reinserted
into the new Order so that the DCI or his principal
deputy may delegate Top Secret National Security
Classification Authority.

Section 2.(f) Limitation on Authority to
Provide for the Duration of Classification

The six year limitation on duration of
classification applied by Secret and Confidential

-2~
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classifiers causes us some concern. Only a small fraction of
Agency classified material could be handled in this manner -
perhaps a few finished intelligence reports in which the
sensitivity expires with age.

We seem to face two reasonable alternatives in complying
with this provision. On the one hand we could increase our
number of Top Secret classifiers or we could develop classi-
fication guidelines for agency-wide promulgation. Currently,
the Agency has over 1900 officers with National Security
Classification Authority: 26.8 percent at the Top Secret level;
72.1 percent at the Secret level, and 1.1 percent at the
Confidential level. If we are to be able to protect our infor-
mation beyond six years, these percentages will have to shift
toward the Top Secret side.

The other alternative would be to develop classification
guidelines for approval by a Top Secret classifier. Other
agencies have successful classification guides to aid officers
in their classification decisions. A good starting point might
be the aspects of sources and methods or the declassification
guidelines developed by Records Review Branch/DDA.

Section 4. Declassification (2) Guidelines

The Order should state clearly that the only
material to be reviewed for declassification is
that which is approved by the Archivist for
permanent retention.

2. If any of the above points are unclear or need
amplification, please contact the undersigned.

Distribution:
Original - Addressee
1 - RAB| |
~+"= DDA Subject
1 - Chrono
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Suggested changes to the final (9/13/77) draft of the Executive Order on
"National Security Information and Material”

1. Page 2, Table of Contents. Add under the caption for Section 6
a new sub-caption reading "(e) Controls on Reproduction and Distribution,"
REASON: Consistency with the text of the draft Order. 7

2. Page 3, Subsection 1(e). Change to read: "‘Intelyqyénce method'
means...activities of the United States, or which weu}d could, if disclosed,
reasonably be expectéd to lead to...." REASON: Consistency with usage in the

first part of the definition and in the definition for an intelligence source;
and to provide for the application of judgment to the possible consequences
of disclosure. o _

3. Page 5, Subsection 2(a)(2). Change the second sentence to read:
"In the case of information provided in confidence by a foreign government
or international organization;‘and‘Of'infOFmation specifically bearing on

intelligence sources or intelligence méthods, it is reasonable to expect that

the breach of that confidencé, or the'disc103ure'in wholé or in part of those

sources or methods, could cause at least significant damage to the national

security." REASON: (1) The language in the present draft reflects
decisions that information provided‘in confidence by a foreign government,
etc., should be treated as classified information, not just classifiable
dependent upon a separate finding that its disclosure would cause a requisite
degree of damage to the national security. Intelligence sources and
intelligence methods are at least as sensitive as foreign governmental
confidences. Some intelligence sources are foreign governments. The draft
Order defines such sources and methods as being inherently sensitive. As
such, information satisfying those definitions should not have to undergo

a separate test, subject to Titigation under the Freedom of Information
Act, of damage to the national security if disclosed. The Order should
therefore assert that both classes of information are classified. (2) The
qualifier "at least" before “"significant damage" is needed to allow what-
ever classification designation is appropriate to be applied to the infor-
mation involved. As written, the classification would be Timited to
Confidential (v. Section 1(f)(3)). "
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4, Page 5, Subsection 2(b)(3). Change lines 3-5 to.read: "Provide
a foreign nation with information upen which it could use to develop effeetive

countermeasures to such plans or posture;" REASON: (1) Grammatical;
(2) The qualifier "effective" adds a judgmental consideration essentially
irrelevant to the abp]ication of this classification criterion,

5. Page 8, Subsection 2(c)(7). Change to read: "“"Where there is
doubt whether information should be classified Secret or Top Secret, it
shall not be classified Top Secret. Where there is doubt whether informa-
tion etassified should be classified Confidential or Secret, it shall not
be classified Secret Cenfidential. REASON: Consistency with the prohibitory
language in the other parts of Subsection 2(c).

6. Page 8, Subsection 2(d)(1). Change to read: "The authority to
originally classify information 'Top Secret' may be exercised only by such
officials as the President by pUb]ication in the Federal Register may
designate in writing,ards-subject-te-the-restriction-in-paragraph-{4} by
the heads of the following agenciés, and, subject to the restrictions in
Subsection (4), by such pérsons das they may designate in writing:" REASON:
(1) To make clear that persons designated in writing by those officials

named by the President or by agency heads also have proper authority to
classify information. (2) To show that the restriction in Subsection (4)
applies to the designation of classifying authorities, not to classifying
actions by heads of agencies.

7. Page 9, Subsection 2(d)(2). Change to read: "The authority to
drigina11y_c1assify information 'Secret' may be exerciseds~-subjeet~to-the
restrietions-in-paragraph-£4) only by officials who have 'Top Secret'
classification authority, amd by the heads of the following agencies, and,
subject to the restrictions in Subsection (4), by such persons as they may
designaté in writing:" REASON: Same as for change 6 above. _

- 8. Page 9, Subsection 2(d)(3). Change to read: "The authority to
originally classify information 'Confidential' may be exercised;-subjeect-teo
the-restrictions-in-paragraph-{4}s only by officials who have 'Top Secret' or
‘Secret' classification authority, and by the heads of the following
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agencies, and, subject to the yestrictions in Subsection (4), by such

persons as they may designate in writing:" 'REASON: Same as for change 6
above. _ ‘

9. Page 10, Subsection 2(d)(4). Change the word "paragraphs" in line
2 to read "subsections", REASON: Consistency of usage'in the Order,

10. Page 10, Subsection 2(d)(4). Delete the third sentence, REASON:
The restriction expressed in the sentence on redelegation of "Secret® and

"Confidential" classifying authority would place an unreasonable administra- ;
tive burden on large organizations, especially those with a number of field ?
components having valid reasons for original classification authority,

PRM-29 deliberations surfaced no instances of abuse of delegation or redele-
~gation of classification authority.. An unsupported assumption that such
redelegation might be abused in the future should not justify prohibitory

language in the Order. The possibility of such abuse should instead be

addressed through inspections and monitoring by the Oversight Office

established by the Order,

11. Page 11, Subsection 2(f)(1). Replace with the following: "“All
original classification authorities shall, at the time of original classi-
fication determinations, set a specific date or event for automatic declassi-
fication of the informatioh which shall be as early as the national security
interest will permit but shall not exceed six years from the date of origin
of the information that is classified; except" REASON: To state clearly
the obligations of original classification authorities regarding the duration
of classifications, and to express these in a manner which clearly shows that
the following subsection provides for modification, As written in the draft
Order, this subsection does not clearly provide for the extension of classi-
fications beyond six years because the exception clause applies only to
the first sentence, which speaks only to the setting of a "specific date or
event for automatic declassification".

12. Pages 11-12, Subsection 2(f)(2). Revise to read: "In those cases
where there is a need, directly related to the national securfty, to continue
classification beyond six years, only Top Secret classification authorities
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or the heads of agencies specifically designated in Section 2(d) of this
Order may set a later date or event for automatic declassification,
Alternativelys-these-autherities-mays-where-deelassification-guidelines
issyed-by-heads-of-agenetes-preseribe-a-need-for-review-of-speecified
4nfapmatien-upea-ité—zeth-anﬂivevsary;—se%-a—da%e—feP—feview—ef—sueh
information-consistent-with-sueh-guidelinesz--In-etther-easey These dates
or_evénts shall be as early as the national security interest will permit
but in-ne-ease shall not exceed 28 twenty years from date of origin of

the information involved. Additienallys-fer-foreign-originated-informations
as-defined-in-Seetion-4{f};-those-effieials-may-set-dates-or-events-for
deelassification-sr-review-which-shall-not-exeeed-thirty-years: When those
authorities determine that declassification at or before twenty years from

date of origin would be demonstrably harmful to the national security, they
may instead specify a declassification review at or before the twentieth
anniversary of the information when it falls within the ambit of declassi-
fication guides issued by heads of agencies under Section 4(a) hereof.
foicia]g_who authorize the extension of classification beyond six years
must record on the originator's file copy the reasons for such extension
and their 1dentity.' The reasons must be specific and must explain why the
classification will continue to meet the requirements set forth in
Subsection 2(a) above. "And except" REASON:- (1) To place immediately
after the language permitting extended classification the language which
states the 1imits of such extensions. (2) To delete from this section
for later separate expression in the interests of clarity and completeness
the language necessary to refiect the decision that foreign originated
classified information may retain its classification for thirty years.

(3) To state clearly the sequence of determinations and conditions that
need to be met for classifying officials to specify review for declassifi-
cation vice declassification itself. Further, to include the Attorney
General's test of "demonstrable harm" as an initial judgment determination
in such cases. The language in the present draft on this matter would
invite unthinking specification of a review vice declassification date

4

Approved For Release 2006[04/19 : CIA-RDP86-00674R000300050003-9




- Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050003-_9

whenever the information fell within the ambit of declassification quides
which may well be relatively general in nature. (4) To link together
the'existing two subsections: and'a newsubsection (3) on foreign originated
information.

13. Page 12, add a new Subsection 2(f)(3) reading: "(3) In the case
of classified information furnished to the United States by a foreign
government, international organization, or an official or representative
thereof, or produced by the United States Jjointly with a foreign government
or international organization, with the understanding that such information
will be kept in confidence, Top Secret classification authorities or the
heads of agencies specifically designated in Section 2(d) of this Order
may Cdntinue the classification of such information for thihty years from
date of origin unless the foreign government or international organization
involved specifies or agrees to earlier declassification. Officials who
authorize the extension of classification of foreign originated information
must record on the originator's file copy of the information their identity,
the specific foreign source involved, and reference to this section of this
Order as the reason for extended classification." REASON: (1) To define
foreign originated classified information where the term is first used
(moving the definition from Section 4(f) of the present draft). (2) 1In
the interests of clarity, to state, in a subsection separate from the one
bearing on the extended classification of U.S. originated classified
1nformat1on, the different rules applicable to fore1gn originated information
(i.e., thirty year maximum duration; recognition that fore1gn governments
may agree to lesser period; lack of need to specify alternative of
declassification review, as Section 4(f) of the Order exempts fore1gn
information from automatic declassification).

14. Pages 15 and 16. Change the second lines of Subsections 4(b)
and (c) to make the reference read "...Subsection (f) below...." REASON: To
avoid confusion as to which Subsection (f) is meant.

15. Page 17, Subsection 4(d). Revise the second sentence to read:
"Heads of agencies shall order the review for possible disposal of all
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security classified records 20 twenty years old or older which are held in
storage areas by the agency or in Federal Records Centers for-possible-
disposal." REASON: To remove .an ambiguity.
16. Page 17, Subsection 4{(d). Replace the last two sentences (all
after the words "in these cases") with the following: "When the head of
an agency authorizes continued classification, a specific declassification
date for the information shall be stated. When the future sensitivity of
the information cannot reasonably be predicted during the twenty year review,
a date not more than ten years later may be set for a second review in
accordance with the procedures applicable for twenty-year-old information,
A specific declassification date must be set after the second review. The
head of an agency or the Director of Central Intelligence may, for good
cause, seek from the Director of the Security Information Oversight Office
a waiver of the ten year Timit for second reviews." REASON: (1) To
clarify an ambiguous antecedent in the present 1anguage, (2) To state
the conditions which would justify and accompany a second review, and
to avoid confusion, to express such separately from the requirement stated
for the twenty year review. (3) To state from whom waivers of the ten-year
time 1imit may be sought. |
17. Page 17, Subsection 4(e)(1). Revise the first sentence to read:
"AT1 information classified under this or prior Orders, except as noted in
Subsection (4) below, shall be subject to...." REASON: To make clear at
the outset of this Subsection that there is an exception to its application.
18. Page 18, Subsection 4(f). Replace the first sentence with the
following: "Foreign originated classified information, as defined in Sub-
section 2(f)(3) above, is exempt from the declassification provisions of
Section 4 of this Order." 'REASON: To delete the definitional Tanguage
-which would be moved to Subsection 2(f) of the Order by change No. 13 above.
19. Page 20, Subsection 4(g)(5). Revise the first sentence to read:
"In the case of classified information not transferred in accordance with

paragraph-{4}-ef-this Subsection (4) above,...." REASON: Consistency of
usage in the Order. ‘
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20. Page 23, Subsection 6{(b), Revise the second}senténcg to read;
"The Security Informationzgggf§jgb§jOffice,,..f REASON:  Accuracy.,

21. Page 26, Subsection 6(e)(1)(v). Revise to read; "Records are
maintained by the reproducing office to show the number and distribution
of reproduced copies of Seeret-and Top Secret documents and those documents
marked...." REASON: The impositioh of a requirement to keep records on
copies of Secret documents would create a staggering administrative burden
for the Intelligence Community, which needs to reproduce and disseminate
quantities of documentation at that classification level to satisfy the
minimum needs of consumers and producers. Since there has been no showing
that the absence of such a record keeping requirement has contributed to
classification abuses, there is no justification for imposing this burden.

22. Page 29, Subsection 7(b)(3). Revise to read: "Designate a
subordinate senier-member-ef-the-ageney-staff who shall conduct an active
agency oversight program...." REASON: Conciseness and consistency with
the usage of Subsection (4) f0110wing.

23. Page 32, Section 10. Revise to read: "Executive Order No, 11652
...are revoked upon the effective date of this Order.” REASON: To make
clear that the revocation of the existing Order takes effect when the new
Order does, and not when the new Order is signed.

7
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which should be kept secret in the interest of national

security, it is hereby ordered as follows:

TABLE OF CONTZINTS
Section Description . .
1. Definitions. .. .. ...t iiminmnnnonnnan
2. Original Classification..cocvernecnon -

(a) Classificaticn Reguirements.....
(b) Classification Criterigd.c...oo....
(C) Prohibitions.....eeceeeeeeeeenenn
(d) Classification Ruthority........
{e) Exceptional CeseS..coneeeeeenn..

(£) Limitations on 2uthority........

t
1
t
1

{g) Icentification a2nd Markings.

3. . Derivative Appliceation of Markings... - -
4. Declassification.. . .ou. e nemcennn -

{(a) Guidelines......eveemrcaecocenn.

(b} Hew Material.. .meoeemmeon e s
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{b) Secrecy AgGreementS....cececceses §
o
(c) Spzcial ACCESS..ciironccnnannone
{d) Historical Researchers and
S Former Oificials....ececerenaau 0 0
(é’) Cimbole o~ Repvoducbup~ ad Dispbovbyn .7 )
7. Implementation and Review........evnn ’
{a) Oversight Office.....icccearcenne
Aq&nolés . )
(b} \Deparetmental.......... oo .o en —_
8. Administrative Sanctions....c.sesecowas
9. Atomic BEnergy Material....c.eeeecanass
10. - Revocation of Prior Orders......c.ca.s -
11. Effective Dat@..o.coesonssaccssoocansas
Section 1. Definitions.
(2) - "Official information or materizl® means that
information or material which is owned by, precduced for : S v
or by, or under the control of the United States Govern- )
ment. :
i
{b) "Naticnal security" means the foreign policy . - 3
' - ; LT T e e 7 P 3
or national defens= interests of the United States. -~
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"y . o
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(2} "Secret™ is the designation which shall be

applied to official information or material the unauthor— .

ized disglOSure'of which could reésonably be”exéectedrto'

cause seriocus damage to the national security.

(3} "confidential" is the designation wl:xich shall bé

applied to official information or material the unauthor-—

T

ized disclosure of which could reasonably be expected to

cause significant damags to the national security.

Sec. 2. QOriginal Classification.

"{a) Classification Reguiremsnts. Official information

oxr material, hereinafter referred to as information, shall

not be classgified unless an original classification authority . -7

determines: : : S RN

{1} That the information meets one or more of the

criteria set forth in subsection (b) below; and

(2) The disclosure of such’information could reason-

ably be expected to cause at least significant dz

I
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information which is clazszsifiable

sclosure could reasonably be expected to:

}.J.
Fh
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i

15}
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(1) Make the United States or its allies vulnerable

to tack by a foreign pcwer, or weaken the ability of the
United States or its allies to conduct armed operations Lo

or Gefand themsslves, or diminish the effectiveness of the
Uriited States' armed forces; or

(2) Lead to host le political, economic, or military

action against the United States oxr its allies by a

foreign powexr; o©r

(3) Disclose, or provide a foreign nation with an e
, bt o

insight into, the defense plans or posture of the United

States or its allies; provide a foreign nation with informa-

tion upon which to develop effactive countermeasures to
OR
such plans or posture,Aw aken oxr nu]l f the effectiveness

of a United States military, foreign intelligence, or

foreign counterintelligence, plan, operaticn, preject,

reign nation to develop, improva, oOr
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(7) Deprive the United States of a scientific, 3
R T oo " o : " ) _io
engineering, technical, economic, or intelligence advantags
directly related to national security; or
(8) Create or increase international tensions; or
otherwise significantly impair our foreign relations; or
(¢) Disclose or wesaken the position of the United - %
States or its allies in the discussion, avoidance, or peace-—
"fal resolution of existing or
differences; or
{10) ©Disclose plans prepared by, or under discussion
by, officials of the United States to meet contingencies . = - )
or situations arising in the ccurse cf our foreign relations
or national defense; or
(11) Cause political or economic instability or civil -
disoxder in & foreign country; or : . N
{12) Disclose the identity cf a ccnfidential source )
of a United States diplomatic or consular post; or ; ) :
{13) pDisclose information or material provided to the ]
United States in confidence by a foreign government or..-. : .
infernational organization. .
A .

T

Approved For Release 2006/04/19 : CIA-RDP86-00674R0003000500é)3-"9'r :




Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050003-9

7

(2) XNo information may be classifi=d im-oxder to

conc=zal violations of law, inefficiency, or administrative

error, to prevent embarrassment to a person, organization,

tiative :‘

e

or ag=zncy, to restrain compztition or independent in

»

or toc prevent or delay for any othexr reason the ralease

y

of information which deess not reculre, in the interes

of national security, the prot=zction authorized by this

(3} Basic scientific research information may not

be classified, except for Restricted Data within tha

Ly

meaning of the Atomic Energy Act of 1954, as amended

{£) Information or material which is not official
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unless the Governwment first acguires a proprietary interest

therein. C : e )
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{7) ‘thexe there is doubt whether information shounld

.

se classified Secret oxr Top Secret, it shall ba cl=ssifiec

Secret. Where there is doubt whether information classi-

fied should be classified Confidential or Secret, it shzll

be classified Confidential.
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HE Y
{xi) National Asronsutics and Space Administration [N
(xii) General Sexvices Administration
(2) The authority to originally classify informa- )
tion "Secret" may be exercised, subject to the | =T "7 U . 00
restrictions in paragraph (4) only by officials who - )
have Top Secret classification auwthority and by the heads =
of the following agencies:
(i) Department of Commerce
(ii) Department of Transportation
{iii) Agency for International Developmant
(iv) Office of tne Special Representative for |
Trade Megotiations : - - .
{v) United Steates Information Agency
(vi) Nuclear Regulatory Commission
(3) The authority to criginally classify information '
- . Y
"Confidential® may be exerelsed, subject to the restrictions | ?
| . o
in paragraph (4), only by officials who have "Top Secret" i
or "gSecret" classification authority and the heads of the ]
R — - - e STOTTIIIITOUTT e - - 1
following agencies: -
i
i
. 1
!
i
z
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,
{ij of Labhox .
{11) TExport-Import Bank oi the United States
(i1i) Overscas Private Invaestmant Coxporation
{£) The heads of aysncies specifically named in
, (2) =nd (3) may delegate their authority i~ -
X Buenor vy .
1o originally clessify information. Such delegation may »
i
DY for Top Secret original
! -0 y € 2 ,
e . . cms s . . R =
classification suthority. OCificials to whcm such authority s
L s ZEoomoEmen el ;
¢4

n writing,

gations shall be i

£
KN

el

ficials by neme or title of position held. The number

of fficiéls’to whom original ;lassificaiion aﬁfhority" i
is delesgated shallrbe reétric?;d to those-o££§§§§i§“ﬁhééei:;.
duties and responsibilities necessitate the origination

of classifiéﬂrinfofmation on avE?gqla;'and“:ecur{iﬁé

(5) The head of any agency not specifically granted

original classification authority herein may not originally
classify information under this Order, unless specifically
zuthorized in writing by tha President. Reguests for such

rity Information

authority shall be directed to the Secu

Oversight O

ffice, established herein, and shall identify

authority, the classification '’

the positions reguiring the

such authority.

and shall bé‘éfantEd‘OhintO?*;fj'

17
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{

cord

e
Caahiut:
A J

undar -
T ,
zgency having primary interest in the subject m=2tter, OX
gt SR o2 il - » ]
. e ) - . - £ L.,
whers such agency cannot be identified, to the Director ©
the Sescurity Information Oversight Office, with =2 reguest )
+hat a determination be made as to classification. . -
(f) Limitation on Authority to Provide ifcr the
Duretion of Classification. i
{1) BAll original élassification aut
as permitted in paragraph (2) shall, at th
original
or event IcC .
The date or event shall be as early as the nationzl security )
=
]
(2) 1In thoss cases where
relatad to the national securi - :
beyond six years, only Top Secret classification :
, #
¢t
or the heads of agencies s
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originated information, as de

‘ those officials may seﬁ dates orwgvents,fg;wgaglﬁssiﬁiga—

tion or rmv1ev whlch shall not exceed tnlrLyAyears--”l (v
OfllClnlﬁWh“ au;hdr*ze tho extension beyond six ye;rs

must record on the ©riginator's file gqggrtp¢ reasons

The reasons must

for such extension and their identity.
be specific and must explain why the classifi catlon will
continue to meet the reguirements set forth in ShbSECLan

2 {; , ..-" e « ) i
2(a) above. % pi 2 clnes i | api Exapt ,%mv» . 4{@

(g) Identification and Markings

(1) Each clessified document shall shov on luS face:

{i) the identification of the original classificatior

authority; {(ii) - the office of corigination; {iii) the date

‘of orig nation; (iv) the date or event for declassification

shall be vsed to identify informztion reguiring protection

in the interest of national security, except as otherwise

0

o
i

(a3
o

ot
[0}

°

expressly provided by
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wwnt shall, by marking cs

a waiver of this

Director of the Securit

classification or be assigned a UnitedrStates‘classification-

tion shalT _assure a degree

In either case, the classifica

of protection equivalent to that required by the govern-
ment or international organization which furnished the

information or material.

{4) Cleassified documents which contain or reveal

information which the originator has determined should ba

subject to special dissemination and reproduction Iimita—
tions shall be clsarly annotated to place the recipient
on nétice to restriect dissemination and reproduction. In
such case, the following statement shall Ee'included in
the document or on its cover sheet as a special nctation

separete and a3 ication marking:

5o}

air

=t

cF
=

rom the security classi

"Reproduction of this document or portions thereof

is prohibited without authorization of the origin-
ating office. Tts shall be

restricted to those authorized by the addressse.®.
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oeaed solely ol such

[FB

praviously classiiled scurce informztion. Persons who
zpply derivative classificat:ion markings shzll respect
classifications =zssigned by originatcrs, and shall, to

the maximum extent practicable, verify the current need

for and level of clessi of the information or e
material prior to applying such markings. They shall also -

carry forward to any newly created documents or material

ct

he dates or events assignsd by the originator to the

source material for declassification or review.

Sec. 4. Daclacssification. Declassification of

..not be made on the basis

. but rather on the

expacted perishability and loss of/sensitivity of the.
information with the passage of time, and with due regard

crest in access to official information.

eview, eny determination not to declassify

NS
ot
el
=
¢
rr
F-
o]
1]
0]
H
,_5

+211 be based on a Gatermination that release oif the

E» I - -
. - .«
- o N
. ol ¥

L ke e e e v e e e
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ion guidelines which shall be applicable to 20-year : i

old information classified under their respective juris- P

dictions and for which a prior automatic declassifi atlon

date has not been established. These guidelines shall S

specifically identify those items or categories of informa- |

tion which, kecause of

zinving sensitivity |
and importance to the national cannot be |
avtomatically declassified but must be reviewad to determine

whether there is 2 nesd for continued protection bayend e

ja}]
It

20 yearse. Informetion not identifie n ths guidelines N

as reguiring review is and shall be auvtomatically decliassifi-|

fied at the end of 20 full cazlendar years frcm its date

gin. fThese guidslines shall be authorized for use

T MM 5 s

T2, Winiolah avians vy id bl 4

At

of ori ,
by the Archivist of the United States and agencies having
custody of the informaticn ccvered therein. . i
;
(b} FNew Material. Information, except as provided 2
. - . - s s c o o - foo -
in subsection (£), wnich is classified on or after the e
effective date of this Order. shzll bs dezclassified or
reviewed for declascification in accordance with the dates
. T i
- ’
H
i
!
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for Geclassification or review shown on thes source

material and shall be declassified or reviewed in accord- .

ance with subsection (c).

{c) 014 Material. Inforamation, except as providad
in subsection (F), which was classified before the eifec-—
ive date of this Order and already marked with a date oxr

event which directs declassification in 20 years or_ less

from the date of its origin shall be declassified in |

acco-dgﬂce with such date or event unless, upon review

by officials asuthorized under Section 4(g) of this Oxcexr,
an e;rliér dzte for declassification is determined.

uch classified information not so marked is and shall

be, on and after January l; 197 automatically declassim

fied 20 years from the date of 1;5 origin unless 16en ified

in the guidelines issued by the heads of agencies under

mszetion (&) as reguiring re
as_regquilling rIe

{d) Svstematic Review,

rescurces devoted to the systematic review of 20-year

¢1é information and to achieve more effective declassif-

ication, only that informa tion constituting the

-
'
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20 wvears ¢id or ‘older which are

held in storage areas by ths azenfy or in Federal Records

Lo WAL T

I
Q
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3
(8]
b
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e
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1y
“shav

to be unscheduled for soms dz2finite future disposition

shall be scheduled immadiately. Permanenitly valuable WL“‘f

records of the Government shall be systematically reviewed

as they become 20 vears old. In the conduct of this'},ﬁz

review the declassification guidelines issued by heaﬁs E
of agencies under subsection (a) shall be amp;i_d.ﬁ Only

the head of an agency de signated in Section 2{d) hereof

-

nay authorize the cont1“uea clzssification of information

beyond 20 years. In these cases, a declassification date

shall be determined;

than te

o

_years later,

with thes

)

0]

procedures established for 20 year old

information. The head of an agency or the Director

. SUES e gy
of Central Intelligence may seek a waiver of this ten - ’ ‘

year limit. ru secomd Reviry)  FROM 5100 . ) i

(e) Mandatory Review. (1) A1l 1nFormaLLon cTass ed

under this or prior Orders shall be subject to declassif-.

ication review by the originating or responsible agency

"

N A L ]

I
8

upon request of an agency or member of the public, Dro»

vided the request describes the material sufficiently o

to enable the agency having custedy to locate it with a
re-}so\.’—“}, amouy 1. = ,J:J_‘ e () P = - -} -,

asonable amount of effort. 12 head of each agency
shall designate an office to which reguests ’

review for declassification msy be directed. After review,

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050003-9

LR
W ittt i




Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050003-9

sucC
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{2) Procedural instructicons for processin

reguests from the public shall be issued by the Security

(3) Reguests for declassification

- to an agency by employees thereof, shall be considered °

in accord with procedures which shall be established -

-

by agency heads. Denials of such reguests may be referred,

to an agency committee for reconsideration.

{4) Material originated by a Presideant or a

President’'s White House staff, or material in the

ession and control of the Administrator of

g
9]
n
%]

. S S
) . ] : e 07 F
General Services pursuant to Section 2107 or 2107 r:

note of title 44, U.S.C., is exempted from this

‘review if such material is less than ten years old.

(f) TForeign Originated Information. cl Fied AC
information furnished to the United States by a foreign

government, international crganization or an official

or representative thereoif, or produced by the United States

o Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050003-9
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These © shculd also be authorized by the head of
the or doubts regarding §?
classification. ;
:
¥
H
=
L.
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T

by o Cas o VB B o . 1 it o

o :
ard declassification Y i
11 be downgraded and f
. ]
declassified in accordance with guidelines developed ' ta
by §§3§§~of agencies in consultation with the Archivist .
RAEY

of the United States and, where appropriate, with the

foreign government or international organization concerned.

{g) Deci: The authority to

or Co s . N .
dowvngrade erd declassify information classified under this AC.

or prior Executive orders shall bes exercised as follows:

(1} Classified information may be downgraded or

declassified by the official who authorized the original . ..
ification, bv a sucnessor in interest or capacity,

r by a supervisory official of either.
(2) BEeads cf agencies specifically named in Section 2(4)

shall designate additional officials at the lowest pracktical -

echelons of command a2nd supsrvision to exercise down-

grading and declassificatior. suthority, particularly with

v e ee

respect to information within their areas of responsibility.
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herzin the ¥ oY et erine that ithe continued clessifi-
cation would he in vielation of this Orderxr. These down-

ification decisions shall take effect

they are made, unless during which

to the President through the Mational Security Council. - ..

information trans-

n
=
i+h
pore

[
joh}

{¢) In the case cf classi

Executive orxrder in

L

ferred by or pursuant to statute or

i

conjunction with a transfer of function and not merely

for storage purposes, the receiving agency shall be deemed

iginating acgency for all purposes under this

Order, including cowngrading and declassification.
{5) 1In the case oi classified information not trans-

ferred in accordance with paragreph {4) of this subsesticn,

but originated in an agency which has since ceased to

4

o2

exist, each agency in possession shall be deem2d to

1 purpcses under this Order.

}d

ths originating agency for a
G ¥
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(7) After the termination of a Presidential admin- 4
istration, the Archivist of the United States shall have
the authority to review, downgrade and declassify informa- .
tion which was classified by the President, his White -
House staff, spscial committees or commissions appointed {
i
by him orx others acting in his bshalf when this information
is not part of the records of an agency subject to Federal
records statutes. This authoritv shall be exercised only
after consultation with the zgencies having primary subject
matter interest. ‘ ‘
(8) The provisions of this Order relating to the
: :
+
do not have current authority to originally classify i
&
i
information, but which formerly had such anthority under -
prior Executive orders.
R
crmation classified under
matic downgrading is ;
rdingly. Information ’
i
- 1
. SO}
.t ;
1
t
.
t
:
s
;
13
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Sec. 6. Safeguarding.
(a) Policy Directives. The Director of the Security .

_shall, with the approval of

Ne
I
G
L:
o
0
vy
i
-

National Security

be binding on all agen for the protection of

information from loss or compromises.
shall conform to the following policies:

(1)

issue directives which shall

No per:

son shall be given access to classified

informatlion unless such

erson has been determined to be

trustworthy and unless access to such information is

necessary for the performance of official duties,

4o

(2) All classified

nfcrmation shall be appropri-

to put all persons on clear

notice of its classified contents. -
(3) Clessified informstion shall be usad, processed,

and_stored only condit 1ons whlcn wwll pre"ﬂn-

access

by unauthorized perqons.

" Approved For Release 2006/04/19 : CIA-RDP86-00674R000300050003-9
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-

and such nformation

.r..»«.g,,..._ T st e & a1 b

o
[rpep——
wand

A H
{f
i3
}f
-
i
and other avplicable i3
- 32
1
:
- 4

Heads of ag

the sicning of & sscrecy agreemant as a psecondition of

. t I . ! « v 3
/ol T, L.
access, to classified informztion. TRE 38CUXILY o }

MNotns, vy b
{gﬁormat}gp%9£§i¢ershall, in coordination with appropriate

i

agencies, develop z uniferm secrecy agreement which the

heads of agencies may adopt. zcrecy agreemsnts currently - -

s

n I

(1) The head of an agency specifiecally named in
Section 2(&) (1), cor the Director of Central Intelligence,

may impose, in conformity with the provisicns o

*h
o
jas
fte
n
rk :
e 0
Q H
8 2
. - o
[ .
~
Loarme o mmbmer et ain st st el ©

specizl reguilremsnts with respect to access, @istribu

and protection of classifi

m
0

Spenizl acce

’
o P e s peng s 4k o br

AR § iy - R gt & b e A W
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ver of persons who will need access will

be reasonsblv small and commensurate with the objective

of providing extra protection for the information involved;and

(iii) +the special access controls balance the need to -

N

proteci the information against the full spectrum of needs

tc use the information. .

(2} A1l such special access programs shall autcmatically
terminate every three years unless fgnewed in accerdance & 4
with the procedures—im this Section. i

(3) Heads of zgencies, or the Director of Central

Intelligence as applicable, shall within 180 days after

the eifective date of this Ordex, review all existing special

access programs under their jurisdiction and.continue

shall also establish and maintain for their areas of
responsibility central listings of all special access prograns:
continued or created by them. Heads of agencies, the

Director of Central Intelligence, and the Director of the

a
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cutside the Executive Branch who are engaged in historical
arch projects or who have previously océupieﬁ policy-
making positions to which they were sppointed by the )
vided, however, that in each case the head
{1) Determines in writing that access is consistent
with the interests of national security;
(2) Takes reasocnable action to ensure that proparly
classified information is not subject to unzuthorized
disclesure; and
{3) With respact to access granted a pesrson by reason
of his having previously occupied a policy-making position,
such access shall be limited to those papesrs which the
former official originated, rsviewed, signed or received,' . . ;“/
vhile in public office. ’
(¢) Controls on Reo:oZuction and Ristribution. T ke
(1} Subject to directives issued by the Director of i |
Sevurity Infermation Oversight Office, the heads of W
agamcios shall ensure thaz: )
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QJL E"‘t tO «_nc sama E‘"C,OL"I\.:

original.
(v}

to show the mMJDegnand distri

ified documsnts are

111tv and covtro 5 as the

Records are oifice

ned by the reprocducing

bution of reproduced copies of

\ “
”(gecr;§>and Tor Secret documents
R —— : =

Section 2

{g) (4) restricting reproduction and dissemination,

information shall ri-

[oh)

All classifie appropn

conspicuously merked to put all pmrsons on clear

its classified contents, and, if epproprizte,
show ite particulaxr dissemination and repro-

duction restrictions.

Review. Overall respon-

Implements

the program established
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a stazf. The Oversight Office shall:
(1} In sccordance with procedures to be established -
by its Director, oversee agency actions to ensure compli- -
_ ance with the provisions of this Order and implemanting
directives. -
(i3}
suggestions
i with respect
incliuding appeal N
declassification of those classified records definesd in e
Section 4(e) (4} which are ten or more years old.
(1ii) Develop, in consultation with affected agencies,
= S
directives required for the effective implemsntation of 1
.
this Order.
' !
(iv) Report annually to the the s i
DEPOT T anntatll A S S N E
hgia 2%
o i 4
i

Raztional Security Council ¢n Executive Branch imple-

mentation of the Executive order.
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s
DiFchpf of the Cversight Office znd shall be comprisad
Mgf_fgg{gse?tatives of the Depurimsnts of State, Defense,
J“SEEEELMEPq;EQ??gy’ the Dirsctor of Cent?al'Intelligence? 
the Mational Security Council staff, and the Wational - ]
Wéfg?%yfﬁ.éygﬂRéquds Seryice.. The Interdepartmental
Committee shall meet at the czll of the Chairman and
shall act in an advisory capaciiy to him in all matters
rzlated to effective implemaniation of this Order and
implementing directives.
{b) Buencies. To promote the basic purpoées of
this Order, the head of sach sjency originating or handling
classif?ed information shall:
(1) Prior to the effective date of this Order, submit

3

to the Security Informaticn Ovaersight

2 copy of the regulations it prcposes

to this Order and implementing directives.

changes to agency regulations

the Oversicht Office

shall also be

for approval:

Cffice for zpproval

to adopt pursuant

forwarded

Subseguent

to
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ooy

oy

amproved

Fs

by

wrve

(4)

Designate a subordinate who shall chalr =&an

[V WNRRTERIINY I |

(VO)

agency committee

which shall have authority to act on all

A/\/\,U .

(0]

uggestions end complain

ts with resp=

ri

Establish a

(5)

zed to act upon app:
ation reguests made pursuant

continu

aa

ls

Fe

to subsec

ng program t

agency

ersonnel and others authorized access to classified.

1]

U

information w

e

th

Dep

menting directives.

o
g

and mainta

There shall also be estsblis

rovision

s of

ned an active security orientation and sduca atio

this Order .

andg

yel

program for such personnel in crder to impress upon each

T

individual his or her responsibility for exercising I

. ' RE

. - ¢

vigilance and care in complying with the provisicns of ;

i

this Order. 3
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(6) Ensure the prenaration and promulgation of i
csocurity classification guidance adesguate to facilitats

the identification and uniform classification of

!
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~otection under the »zovis

administrative cleavznce procedures, and

(ii) +the number of people granted access to classifie
information is reduced to and malnualnmd at the —inloem, -
consistent with operctional requirements and ne=sds.

(9) Ceuse & continuing review of safegquaxrdéing

ces and procedures; and, eliminate thoss which are

(SN

pract
found to be cduplicative and unnecessiary.

{10) Submit to the Security Informat

Office such information or reports as the

ecurity -n;ovma+10ﬂ Oov evs;cl;

ck
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o
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o

to carry out the Oversight Office'’s

Sec. B. vGministrative Sanctions.

(a) &Any officer or employes of the Unite: ot .

who knewingly and willfully_classi;ies or coni

classification of information in violation of

2nd without authorization,

compronises clessified informat ion through gross negligence;

or knowingly and willfully violates any othex orovision
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(b) Sanctions may includs, but are not 1
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{c}) The hezd of each agency shall ensure that | app

ne

is taken whenever a violation uncder paragraph {a) occurs.
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Additionally, heads of agencies shall immediately i
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‘the Department of Justice of any cas

of the criminal law may be involved.

ez, © Atomic Energy Material. Wothing in this

° .
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Order shall supersede any rsguirements relzted to "Restricted

<

1954, as amended, or the regulations of the Department

Sec. 10. Revocation of Prior COrders. Exsescutlive
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of Energy. . } . .
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Order No. 11652 of March 8, 1572, as amended by
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oI Juae 11, 1875, and a2ll irplomaniing directives
sEzued pursusnt to Executive Order No. 11652, including
Whe Directive of May 17, 1372 (3 C.T.R. 1085(1971-75
Cemp.) ) are ravoked.

fec. 1l. Effective Dete. This Order shall bacome
effective om  March 1, 1978, except that the functions.

of the Security Ihformation.Ove;sight_foice shall be’

N

effective immediately and shall be performed in the interim-

by the Interagency Classification Review Committes. . |
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